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Privacy and Confidentiality of Records 

Procedure 

Policy 

The Privacy and Confidentiality of Records Procedure falls under the Governance and Management of 
Service Policy.  Hawthorn Early Years (the Service) will ensure systems are in place to manage risk and 
enable the effective management and operation of a quality service. Roles and responsibilities will be 
clearly defined and understood and effective leadership used to build and promote a positive 
organisational culture and a professional learning community. 

Application of Procedure 

This procedure applies to the approved provider (being the Service), the Board of Governance, persons 
with management and control (being the Centre Director and Centre Manager), nominated 
supervisors, employees, students, volunteers, families, children and others attending the programs 
and activities of the Service. 

Key Definitions: 

Freedom of Information Act 1982: State legislation regarding access and correction of information 
requests. 

Health information: Any information or an opinion about the physical, mental or psychological health 
or disability (at any time) of an individual, which is also personal information. 

Health Records Act 2001: State legislation that regulates the management and privacy of health 
information handled by public and private sector bodies in Victoria.  

National Regulations: The Education and Care Services National Regulations (National Regulations) 
support the National Law by providing detail on a range of operational requirements for an education 
and care service.  

Privacy and Data Protection Act 2014: State legislation that protects personal information held by 
Victorian Government agencies, statutory bodies, local councils and some organisations, such as early 
childhood services contracted to provide services for government.   

Personal information: Information or opinion, whether true or not, about a living individual whose 
identity is apparent or can reasonably be ascertained from the information or opinion, including 
images, videos and health information. Personal information does not need to be recorded in material 
form in order to constitute ‘personal information’. 

https://www.legislation.nsw.gov.au/view/html/inforce/current/sl-2011-0653
https://www.acecqa.gov.au/national-quality-framework/national-law-and-regulations/national-law
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Privacy Act 1988: Commonwealth legislation that operates alongside state or territory Acts and makes 
provision for the collection, holding, use, correction, disclosure or transfer of personal information. 

Regulatory authority:  The regulatory authority in each state and territory that regulates and assesses 
children’s education and care services. In Victoria, the regulatory authority is the Department of 
Education and Training (DET). 

Hawthorn Early Years is committed to: 

The appropriate collection, storage, use, disclosure and disposal of personal information, including 
photos, videos and health information in compliance with applicable privacy legislation and ensuring 
individuals are fully informed regarding the collection, storage, use, disclosure and disposal of their 
personal information, and their right to access that information. 

Hawthorn Early Years will, collect, use, store and dispose of 
information in line with the following principles: 

Information collected 

Information about individuals will only be collected for purposes that are legitimate and that are 
related to the Service’s functions and/or obligations.  

Information collected includes, but is not limited to, personal information, including health 
information.  This can include your name, gender, date of birth, contact details, bank / credit card 
details, TFN, Centrelink details, custody arrangements, and children’s medical conditions.   

Information collected in relation to the educational program may include photographs and videos of 
children, samples of their work and general information that assists the Service in providing 
individualised early learning and care to children.   

Information may also be collected about visitors, job applicants, employees, members, volunteers and 
contractors and contact details of other parties with whom the Service deals.  

Method of collection 

Personal information may be obtained in a number of ways, including but not limited to, standard 
forms, over the internet, email, photos, videos, and written and verbal communication.     

Personal information will be collected indirectly when it is unreasonable or impractical to collect the 
information directly. Where possible individuals will be notified, in advance, or where that is not 
possible, as soon as is reasonably practicable after the information has been collected.  
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Purpose of collecting information 

Information about families will only be collected and stored where this is reasonably necessary for or 
related to the activities and services provided. Namely, for the primary purpose of providing early 
childhood education and care services and advocating for the safety, well-being, protection and 
development of children. Privacy collection statements will be used to convey these purposes 
wherever possible.  

Information Disclosure 

Information that is kept in a record as required by the National Regulations will not be communicated 
(either directly or indirectly) with anyone other than:  

 Educators who are employed or engaged by the Service and who require the information for the 
education and care of the child.  

 Medical personnel who require the information for medical treatment of the child.  

 The parent, guardian or carer of any child to whom the record relates (except for an employee 
record).  

 The regulatory authority or an authorised officer 

 In accordance with the Information Sharing Scheme Procedure, Child Information Sharing 
Scheme or Family Violence Information Sharing Scheme Victoria.  

Information may be communicated in other circumstances, such as:  

 If authorised or required by law. 

 If the person who provided the information gives written permission. For example, a parent may 
give written permission for the Service to share information about their child with a support 
agency such as Inclusion Support.  

Use of personal information  

The Service will collect, hold and use personal information for the purposes for which it was collected 
(which should be evident), and for purposes which are associated with:  

 Providing early childhood education and care services. 

 Advocating for the safety, wellbeing, protection and development of children. 

 Managing children’s current or prospective enrolment. 

 Documenting children’s learning and providing families with information about their learning 
and activities via letters, email, SMS, Educa and other service or organisational communication 
channels. 

 Requesting information from families about our Association and services via surveys. 

The Service may also use personal information for any secondary purpose directly related to the 
primary purpose for which it was collected, and to which the relevant individual has consented, or 
could reasonably be expected to consent OR where disclosure is authorised or required by law. 
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The Service may disclose personal information (including health information) to the following: 

 Government departments or agencies, as part of its legal and funding obligations. 

 Local government authorities, in relation to enrolment details for planning purposes. 

 Organisations providing services related to employee entitlements and employment. 

 Insurance providers in relation to specific claims for obtaining cover. 

 Law enforcement agencies. 

 Health organisations and/or families in circumstances where the person requires urgent medical 
assistance and is incapable of giving permission. 

 Anyone to whom the individual authorises the Service to disclose the information. 

Storage and Disposal 

The Service will protect any personal information which it has collected by storing it securely, and will 
not store information for any longer than is necessary or required. 

Access 

Individuals have the right to access personal information the Service holds about them without 
providing a reason. Individuals also has the right to make corrections to their personal information if 
they consider that the information is not accurate, complete or up to date. 

There are, however, limited circumstances whereby access may be denied, for example: 

 The request is frivolous or vexatious. 

 Providing access would have an unreasonable impact on the privacy of other individuals. 

 Providing access would pose a serious threat to the life or health of any person. 

 The Service is involved in the detection, investigation or remedying of serious improper conduct 
and providing access would prejudice that. 

Process for considering access requests 

A person may seek access, to view or update their personal or health information: 

 If it relates to their child, by contacting an administration officer. 

 For all other requests, by contacting the Nominated Supervisor. 

Personal information may be accessed in the following ways: 

 Viewing and inspecting the information. 

 Taking notes. 

 Receiving a summary of information. 

 Obtaining a copy. 
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Individuals requiring access to, or the updating of, personal information should nominate the type of 
access required and specify, if possible, what information is required. The Centre Director will 
endeavour to respond to this request within 45 days of receiving the request. The Centre Director and 
service employees will provide access in line with the privacy legislation. If the requested information 
cannot be provided, the reasons for denying access will be given in writing to the person requesting 
the information. In accordance with relevant legislation, the Service reserves the right to charge for 
information provided in order to cover the reasonable costs involved in providing that information. 

The Board of Governance will:  

Delegate operational responsibility and day-to-day management of the Service to the Nominated 
Supervisors. The Centre Director and Centre Manager will act as Nominated Supervisors for the 
Service. 

Monitor the performance of the Service, including responsibilities contained in this procedure, through 
regular reporting to the Board and by ensuring appropriate resources are available to carry out the 
Service’s functions.  

The Nominated Supervisor/s will: 

Recorded information 

Ensure all records and documents are maintained and stored in accordance with the National 
Regulations. 

Ensure the Service complies with the requirements of the Privacy Principles as outlined in the  Privacy 
Act 1988 (Cth) and the Health Records Act 2001 (Vic) by developing, reviewing and implementing 
processes and practices that identify: 

 What information the Service collects about individuals, and the source of the information. 

 Why and how the Service collects, uses and discloses the information. 

 Who will have access to the information. 

 Risks in relation to the collection, storage, use, disclosure or disposal of and access to personal 
and health information collected by the Service. 

Ensure parents/guardians know why the information is being collected and how it will be managed. 

Provide adequate and appropriate secure storage for personal information collected by the Service 
such as lockable filing cabinets and cupboards and password protected electronic files. 

Develop procedures and practices that will protect personal information from unauthorised access. 
Develop procedures and practices to monitor compliance with the requirements of this policy. 
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Photography 

Ensure the appropriate use of images of children, including by being aware of cultural sensitivities and 
the need for some images to be treated with special care. 

Obtain informed and voluntary consent of the parents/guardians of children who will be photographed 
or videoed and the children themselves where possible.  

Establish procedures to be implemented if parents/guardians request that their child’s image not be 
taken, published or recorded, or when a child requests that their photo not be taken. 

Request parents/guardians complete permission forms for publications/media to enable the Service 
to use photographs, digital recordings, film or video footage of children for use in media, newspapers 
and publications, including any service publication or media outlet. 

Protection of information 

Protect the privacy of each individual’s health and personal information.  

Ensure that the information kept is accurate, complete and up-to-date.  

Take reasonable steps to protect this information from misuse or loss and from unauthorised access 
or disclosure.  

Ensure individuals are fully informed regarding the collection, storage, use and disposal of their 
personal/health information and their right to access that information.  

Ensure that ALL management, employees, contractors, students and volunteers at the Service actively 
implement this procedure.  

Communicating about this procedure 

Ensure all employees are provided with a copy of this procedure and that they complete a 
Confidentiality Agreement upon commencement at the Service. 

Ensure all students and volunteers are provided with a copy of this procedure during induction. 

Inform parents/guardians that a copy of this procedure is available on request and also available to 
download from the Service’s website. 
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All board members, employees, volunteers and students will: 

Recorded Information 

Ensure personal information recorded about children is kept secure and can be viewed by 
representatives of the Regulatory Authority during an inspection visit. 

Ensure they are aware of their responsibilities in relation to the collection, storage, use, disclosure and 
disposal of personal and health information. 

Implement the requirements for the handling of personal and health information, as set out in this 
procedure. 

Obtain written approval from a parent/guardian if a student needs to gather certain information about 
a child or family for their study requirements.  

Ensure the responsible and transparent collection and handling of health and personal information.  

Storage and security of personal information  

In order to protect personal information from misuse, loss, unauthorised access, modification or 
disclosure, the Approved Provider and all employees will ensure that, in relation to personal 
information: 

 Access will be limited to authorised employees, the Approved Provider or other individuals who 
require this information in order to fulfil their responsibilities and duties. 

 Information will not be left in areas that allow unauthorised access to that information. 

 All materials will be physically stored in a secure cabinet or area. 

 Computerised records containing personal or health information will be stored safely and 
secured with a password for access.  

 There is security in transmission of the information via email or telephone, as detailed below: 

 Emails will only be sent to a person authorised to receive the information. 

 Telephone – limited and necessary personal information will be provided over the telephone to 
persons authorised to receive that information. 

 Transfer of information interstate and overseas will only occur with the permission of the person 
concerned or their parents/guardians. 

Photography 

Obtain informed and voluntary consent from the parents/guardians of children who will be 
photographed or videoed at the Service. 

Respect parents’/guardians’ choices about their child being photographed or videoed.  
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Respect children’s choices about being photographed or videoed. 

Policy 

Read and acknowledge they have read the Privacy Policy and Procedure as part of their induction 
process.  

Parents/guardians will: 

Provide accurate information when requested. 

Individuals who do not wish for personal information to be collected, should discuss this with the 
Service Manager or Centre Director.  However, refusing to provide personal information (or providing 
incomplete or inaccurate information) may have an effect on what services can be provided. 

Wherever it is lawful and practicable, individuals will have the option of not identifying themselves 
when entering into transactions with the Service. 

Maintain the privacy of any personal or health information provided, or accessible to them, about 
other individuals, such as names and contact details. 

Complete all permission/enrolment forms and return them to the Service in a timely manner.  

Be sensitive and respectful to other parents/guardians who do not want their child to be photographed 
or videoed. 

Be sensitive and respectful of the privacy of other children and families in photographs/videos and 
when using and disposing of these photographs/videos. 

See also: 

1. Governance and Management of Service Policy 
2. Record Keeping and Documentation Retention Procedure 
3. Information Sharing Scheme Procedure 


